
 
 
 
 
 
 

UNIVERSITY OF CALIFORNIA, SAN FRANCISCO 
AUDIT AND ADVISORY SERVICES 

 
 
 
 
 
 

Foreign Influence in Research 
Project #20-035 

 
 
 
 

June 2021  
 
 
 
 

 
 
 
 
 
 
 
 
 



 

 

  

June 15, 2021 
 
 
DAN LOWENSTEIN 
Executive Vice Chancellor and Provost 
 
 
SUBJECT: Foreign Influence in Research, Project #20-035 
 
UCSF Audit and Advisory Services (“A&AS”) conducted a review of Foreign 
Influence in Research as part of a UC Systemwide audit of this area.  The purpose 
of this review was to evaluate the system of internal controls in place to manage 
risks identified by the federal government related to foreign influence within the 
academic research community. 
  
Our services were performed in accordance with the applicable International 
Standards for the Professional Practice of Internal Auditing as prescribed by the 
Institute of Internal Auditors (the “IIA Standards”). 
 
Our review was completed and draft report was provided to department 
management in May 2021.  Management provided final comments and responses to 
our observations in June 2021.  The observations and corrective actions have been 
discussed and agreed upon with department management and it is management’s 
responsibility to implement the corrective actions stated in the report.  A&AS will 
periodically follow up to confirm that the agreed upon management corrective 
actions are completed within the dates specified in the final report. 
 
This report is intended solely for the information and internal use of UCSF 
management and the Ethics, Compliance and Audit Board, and is not intended to be 
and should not be used by any other person or entity.  
 
 
Sincerely, 
 

 
 
Irene McGlynn 
Chief Audit Officer 
UCSF Audit and Advisory Services 
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EXECUTIVE SUMMARY 
 
I. BACKGROUND 

 
UCSF Audit and Advisory Services conducted a review of Foreign Influence in Research 
as part of a systemwide audit of this area.  This review was performed under the 
direction of the Office of Ethics, Compliance and Audit Services (ECAS), in coordination 
with the internal audit departments at all UC campuses and the Lawrence Berkeley 
National Laboratory (LBNL), using a standard systemwide audit program. 
 
Recently, an increased concern regarding foreign influence in academia has surfaced 
within the federal government. Federal funding agencies such as National Institutes of 
Health (NIH) and National Science Foundation (NSF) have issued requirements and 
placed responsibilities on the applicant and recipient institutions to work with faculty and 
other staff to ensure full transparency in disclosures to NIH, protection of data, and prior 
approvals of foreign components. Additionally, federal law enforcement agencies have 
increased prosecutorial activity, and Congress has passed new legislation and sought 
information on how the academic research community is responding to this evolving 
issue.  
 
Former UC President Janet Napolitano tasked the Office of Ethics, Compliance and 
Audit Services (ECAS) with designing a compliance plan to address these issues in a 
manner that supports the University of California's core mission and commitment to 
openness in research and international research collaborations.  
 

II. AUDIT PURPOSE AND SCOPE 
 
The purpose of this review was to evaluate the system of internal controls in place to 
manage risks identified by the federal government related to foreign influence within the 
academic research community.  As part of this review the following procedures were 
performed: 

• Interviews and process walkthroughs with personnel in various departments.  
• Review of awareness training for faculty and staff about appropriate disclosures 

on foreign affiliations in grant applications 
• Evaluation of the procedures for Conflict of Interest and Conflict of Commitment 

disclosures and their management and verification.  
• Assessment of the adequacy of the processes to review and approve campus 

access for international students and scholars, and mechanisms to maintain 
security of research spaces and data.  

• Testing of a sample of National Institutes of Health grants to assess the accuracy 
of reporting on affiliations and other support. 

 
The scope of the review includes activities in the following areas relevant to foreign 
influence risk: 

• Conflicts of Interest and Conflicts of Commitment 
• Sponsored Programs and Grant Processing 
• Export controls 
• Development 
• International student and scholar visas 
• Intellectual property security and control 
• Policies and Training 
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Work performed was limited to the specific activities and procedures described above.  
As such, this report is not intended to, nor can it be relied upon to provide an 
assessment of compliance beyond those areas specifically reviewed. 
 
 

III.  SUMMARY 
 
UCSF, along with the other local audit departments, summarized the results of their 
review and provided them to ECAS for the development of a systemwide report. The 
results of the systemwide audit identified opportunities to strengthen policies and 
procedures related to foreign influence risks in the following areas: 
 

• Protocols to detect undisclosed faculty affiliations 
• The compliance function’s oversight of the financial conflict of interest process 
• Policies and procedures to ensure that all individuals that submit research 

proposals on behalf of the University submit complete conflict of commitment 
disclosures within required timeframes 

• Training and awareness efforts regarding foreign influence risk and researcher 
disclosure requirements 

• Consistency and effectiveness of restricted party screening processes 
• Processes to identify and address export control red flags for agreements 
• Vetting of international scholars 
• Research data protection protocols 
• Oversight of foreign gifts and contract reporting  

 
These opportunities for improvement and associated recommendations are described in 
detail in the full Systemwide Foreign Influence Audit report – please refer to Appendix A. 
 
For each opportunity identified in the systemwide report, there are corresponding local 
UCSF campus Management Corrective Actions (MCAs) with assigned target dates. 
These are detailed in Section IV of the report. 
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IV. OBSERVATIONS AND MANAGEMENT CORRECTIVE ACTIONS 
 

No. Observation Recommendation MCA 
1 Protocols to Detect Undisclosed Faculty Affiliations 
  

The University would benefit from 
additional processes or protocols to 
identify potentially undisclosed faculty 
affiliations. 
 

UCOP Research Policy Analysis and 
Coordination (RPAC), in cooperation and 
consultation with others, will develop 
recommended baseline institutional 
protocols to minimize the risk of inaccurate 
or incomplete information related to foreign 
research support, foreign talent programs, 
and affiliations of key personnel in contract 
and grant proposals, targeting high-risk 
cases. 
 
Local Campus Recommendation 1.2: 
Evaluate the recommended baseline 
institutional protocols and modify them as 
necessary vis-à-vis their own infrastructure, 
resources, and communication and IT 
systems to implement them locally. For 
example, templates developed by the 
working group could be tailored to meet 
local needs. 
 

1.1 Based on the institutional protocols to 
minimize the risk of inaccurate or 
incomplete information related to foreign 
research support, provided by UCOP, a 
local implementation plan will be 
developed. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 10/31/21 
 
1.2 New protocols will be implemented 
based on the institutional protocols 
provided by UCOP. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 3/31/22 
 

2 Conflict of Interest 
  

The University’s compliance function 
does not have adequate insight into the 
financial conflict of interest process. 
 

Local Campus Recommendation 
Implement protocols at the campuses, 
health systems, and LBNL to ensure that 
the compliance function (CECO and 
HCCO) regularly receives information (such 
as copies of determination letters sent to 
PIs after identification of significant financial 
interests in foreign entities) and is engaged, 
as appropriate for each location, on 
significant conflict of interest issues and 
management plans. An example of 
engagement by the compliance officer 

2.1: None required 
 
UCSF was identified in the report as the 
only location where a compliance function 
oversees the financial conflict of interest 
process. UCSF’s COI program, which is 
within its Office of Ethics and Compliance, 
is responsible for research-related 
disclosures and reports to the local Chief 
Ethics and Compliance Officer (CECO). 
Further, CECO and Chief Campus 
Compliance Officer are both ex-officio 
members of Conflict of Interest Advisory 
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No. Observation Recommendation MCA 
could be ex-officio membership on a 
financial conflict of interest committee. 

Committee and the HealthCare Compliance 
Officer (HCCO) has a dotted reporting line 
to the CECO. 
 

3 Conflict of Commitment 
  

Conflict of commitment (“outside 
activity disclosures”) policies and 
procedures should be enhanced to 
ensure that all individuals that submit 
research proposals on behalf of the 
University submit complete disclosures 
within required timeframes. 

UCOP Research Policy Analysis and 
Coordination (RPAC), in cooperation and 
consultation others, will develop protocols 
and/or measures to help ensure complete 
and timely submission and review of 
outside activity disclosures, including 
recommended consequences for late or 
missed outside activity disclosures. 
 
Local Campus Recommendation 3.6: 
Evaluate the protocols and measures 
developed to help ensure complete and 
timely submission and review of outside 
activity disclosures vis-à-vis their own 
infrastructure resources, and 
communication and IT systems to 
implement these or other measures to 
achieve the same goal. 
 

3.1 UCSF will continue to utilize the system 
wide Outside Activity Tracking System 
(OATS) application to help document and 
ensure complete and timely submission and 
review of outside professional activity 
disclosures and required prior approvals in 
compliance with conflict of commitment 
requirements under APM 671 and 025, 
including developing and implementing 
consequences for late or missed activity 
disclosures based on guidance provided by 
UCOP RPAC.  
 
Responsible Party: 
 Vice Provost-Academic Affairs 
 
Target Completion Date: 12/30/21 
 

The OATS Governance Board will request 
that the OATS Working Group determine if 
there are access barriers to OATS that are 
not being met at any of the UC campuses.  
If the Working Group identifies technical or 
other limitations on access to faculty 
disclosures for compliance and research 
staff, it will make recommendations to the 
OATS Governance Board for how best to 
address them. 
 
Local Campus Recommendation 3.7: 
Evaluate the best practice solutions for 
institutional office compliance monitoring 
recommended by the OATS Governance 

3.2: UCSF will monitor for guidance or best 
practice solutions regarding compliance 
monitoring from the OATS Governance 
Board, evaluate them for potential local 
implementation and implement them locally 
as necessary. 
 
Responsible Party:  
Vice Provost-Academic Affairs 
 
Target Completion Date: 12/30/21 
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No. Observation Recommendation MCA 
Board and modify them as necessary to 
implement them locally. 
 

4 Training and Awareness 
  

Training should be enhanced to clarify 
and reinforce awareness of foreign 
influence risk and researchers’ financial 
disclosure requirements. 
 

UCOP Ethics, Compliance and Audit 
Services (ECAS) and Research Policy 
Analysis and Coordination (RPAC) will 
finalize and release the mandatory “Ethics 
and Compliance Briefing for Researchers” 
systemwide training module by 9/30/2021. 
 
Local Campus Recommendation 4.6:  
Implement the system-developed “Ethics 
and Compliance Briefing for Researchers” 
training module and require, at a minimum, 
all researchers receiving research funding 
to complete the training biennially. Consider 
expanding the training audience to 
graduate students, visiting scholars, and 
grant key personnel. 
  

4.1: An implementation plan will be 
developed once the mandatory “Ethics and 
Compliance Briefing for Researchers” 
systemwide training module is finalized and 
released by UCOP. At a minimum, all 
researchers receiving research funding will 
be required to complete the training 
biennially. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 1/31/22 
 
4.2: The implementation plan for the 
mandatory “Ethics and Compliance Briefing 
for Researchers” will be executed. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 3/31/22 
 

UCOP ECAS and RPAC will finalize and 
release the mandatory “Ethics and 
Compliance Briefing for Researchers” 
systemwide training module by 9/30/2021. 
 
Local Campus Recommendation 4.7: 
Address consequences for non-compliance 
with the completion requirement for the 
mandatory systemwide training. 
 

4.3: The implementation plan developed for 
the mandatory “Ethics and Compliance 
Briefing for Researchers” will address 
consequences for non-compliance with 
mandatory training. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 1/31/22 
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No. Observation Recommendation MCA 
UCOP ECAS and RPAC, in consultation 
with others, will develop a communication 
plan for foreign influence risk to be used by 
the locations. 
 
Local Campus Recommendation 4.8: 
Implement a local foreign influence risk 
communication plan, taking into 
consideration the systemwide guidance. 
 

4.4: A communication plan for foreign 
influence risk will be developed once 
guidelines are received from UCOP. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 1/31/22 
 
4.5: The communication plan for foreign 
influence risk will be implemented. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 6/30/22 
 

5 Restricted Party Screening 
  

Restricted party screening processes 
are inconsistent and require 
improvement. 
 

UCOP ECAS and RPAC, in consultation 
with systemwide and campus export control 
officers, will create guidance on restricted 
party screening roles and responsibilities. 
 
Local Campus Recommendation 5.3: 
Create and implement export control 
procedures as outlined in the UC export 
control policy. At a minimum, these 
procedures should include: 
• Defined roles and responsibilities for 

restricted party screening as outlined in 
the export control policy 

• Escalation procedures for positive 
screenings 

• Periodic ECO monitoring to ensure that 
the responsible parties are performing 
these procedures. 

 

5.1: Export control procedures will be 
developed once guidelines on restricted 
party screening are received from UCOP.  
 
At a minimum, the procedures will address: 
• Defined roles and responsibilities for 

restricted party screening as outlined in 
the export control policy 

• Escalation procedures for positive 
screenings 

• Periodic ECO monitoring to ensure that 
the responsible parties are performing 
these procedures. 

 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 4/30/22 
 
5.2: The export control procedures 
developed will be implemented. 
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No. Observation Recommendation MCA 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 9/30/22 
 

UCOP ECAS and RPAC, in consultation 
with others, will develop a required training 
module for faculty and staff on the 
importance and requirements of restricted 
party screening. 
 
Local Campus Recommendation 5.4: 
Implement the system-developed training 
module to educate faculty and staff on the 
importance and requirements of restricted 
party screening. 
 
 
 
 

5.3: An implementation plan will be 
developed once the system-developed 
training module on restricted party 
screening is received from UCOP. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 4/30/22 
 
5.4. The implementation plan developed for 
restricted party screening will be executed. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 9/30/22 
 

6 Export Control Red Flags 
  

Several locations do not have formal 
processes to identify and address 
export control red flags for agreements. 
 

UCOP ECAS and RPAC, in consultation 
with others, will create systemwide 
guidance and training on identifying and 
addressing red flags in research and other 
agreements/arrangements. 
 
Local Campus Recommendation 6.2: 
Implement written procedures to address 
red flags in accordance with systemwide 
guidance, including escalation procedures 
that are specific to the location. 
 

6.1 An implementation plan to apply written 
procedures to address red flags in 
accordance with systemwide guidance 
received, will be developed. The 
procedures will include escalation process 
specific to UCSF. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 4/30/22 
 
6.2: The implementation plan developed on 
identifying Export Control red flags will be 
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No. Observation Recommendation MCA 
carried out and the procedures will be put 
into practice. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 9/30/22 
 

UCOP ECAS and RPAC, in consultation 
with others, will create systemwide 
guidance and training on identifying and 
addressing red flags in research and other 
agreements/arrangements. 
 
Local Campus Recommendation 6.3: 
Develop localized training on the red flags 
procedures leveraging the systemwide 
training content and implement the training 
for appropriate personnel. 
 

6.3: Localized training on red flags 
procedures, leveraging the systemwide 
training content, will be developed. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 4/30/22 
 
6.4: The localized training on red flags 
procedures developed in MCA 6.3.B will be 
implemented. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 9/30/22 
 

7 Vetting of International Scholars 
  

Most locations do not consistently 
perform adequate vetting of 
international scholars in accordance 
with Federal guidance. 
 

ECAS and RPAC, in consultation with 
others, will create guidance for assessing 
risk and identifying and vetting international 
scholars in accordance with export control 
and other regulations. 
 
Local Campus Recommendation 7.2: 
Implement the systemwide guidance, vis-à-
vis the location’s infrastructure, resource, 
communication and IT systems, etc., in the 
form of local procedures, which should 

7.1: A plan to develop and implement the 
guidance produced by UCOP for assessing 
risk and identifying and vetting international 
scholars will be created. The procedures 
will include escalation procedures specific 
to UCSF. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 4/30/22 
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No. Observation Recommendation MCA 
include escalation procedures that are 
specific to the location. 
 

7.2.: The implementation plan developed 
for vetting of international scholars will be 
put into practice. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 9/30/22 
 

8 Research Data Protections 
  

Locations vary on protocols to address 
research data protections. 
 

The UCOP The Office of Research and 
Innovation will finalize and distribute the UC 
Research Data and Tangible Research 
Materials policy. 
 
Local Campus Recommendation 8.2: 
Implement guidelines for compliance with 
UC Research Data and Tangible Research 
Materials policy. At a minimum, these 
guidelines should establish responsibility for 
tracking compliance with sponsor research 
data protection requirements. 
 

8.1: An implementation plan for compliance 
with the UC Research Data and Tangible 
Research Materials policy will be developed 
following the finalization and issuance of 
the policy from UCOP. At a minimum, 
guidelines for compliance with the policy 
will establish responsibility for tracking 
compliance with sponsor research data 
protection requirements. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 4/30/21 
 
8.2. The implementation plan developed for 
the UC Research Data and Tangible 
Research Materials will be put into effect. 
 
Responsible Party:  
Chief Ethics and Compliance Officer 
 
Target Completion Date: 9/30/22 

9 Oversight of Foreign Gifts and Contracts Reporting 
  

Oversight of foreign gifts and contracts 
requires improvement. 
 

Local Campus Recommendation 9.2: 
Convene a working group or committee to 
oversee Section 117 reporting that consists 
of representatives from all reporting 

9.1: A working group to oversee Section 
117 reporting, consisting of representatives 
from all reporting departments, will be 
convened. The working group will also 
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No. Observation Recommendation MCA 
departments. The working group should 
identify a central office with the appropriate 
knowledge of the U.S. Department of 
Education requirements to review each 
Section 117 report prior to submission. 
 
 

include representative from Office of Ethics 
and Compliance in order to provide insight 
and advice on UCSF’s Section 117 
reporting process. The working group will 
identify a central office with the appropriate 
knowledge of the U.S. Department of 
Education requirements to review each 
Section 117 report prior to submission. 
 
Responsible Party:  
AVC and Controller 
 
Target Completion Date: 10/30/21 
 

 Foreign gifts with restrictions are not 
categorized correctly nor are they 
consistent on who is responsible for 
making this determination.  
 
 
 
 
 
 
  

Local Campus Recommendation 9.3: 
Establish protocols to ensure individuals 
responsible for making determinations on 
selling membership agreements are not 
also receiving the benefit from associated 
fees. 
 

9.2 The Campus Gift Acceptance Policy will 
be updated to include that acceptance of 
foreign gifts and membership arrangements 
will have additional requirements to comply 
with federal law and avoid conflicts of 
interest. 
 
9.3: A separate (short) new policy on giving 
from foreign sources will be developed that 
will expand on the single statement in the 
gift acceptance policy.  This policy will focus 
on screening foreign donors/prospects 
against forbidden entity lists, complying with 
semi-annual reporting requirements, and 
ensuring that gift and membership 
agreements do not create conflicts of 
interest. 
 
Responsible Party 
VC-Univ Dev & Alumni Relations 
 
Target Completion Date: 12/30/21 
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APPENDIX A 
 
Systemwide Foreign Influence Audit 
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